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The Transport Layer: Evolution of HTTP

L9991 (HIlMIP /0.59)
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The One-Line
Protocol.
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GET /file.html

No headers, no status
codes. Pure HTML
transfer,

Building
Extensibility.

headers .-/ R
AU

status >

content-type —j-_

Headers introduced.
Status codes. Content-Type
enables images and scripts.

The Standardized

Protocol.
il keep-alive

Persistent keep-alive TCP
connections, chunked
responses, and pipelining.

Solves the expensive TCP
handshake problem.

Multiplexed Binary.

Replaces text with a binary
protocol. Allows parallel,
multiplexed requests over
a single connection,
ending head-of-line
blocking.

2022 (HTTP/3)

QUIC Transport.

ubpP /_r
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Ditches TCP entirely for
QUIC over UDP.

Independent stream
packet loss detection for
ultra-low latency.




The Caching Paradigm: Edge Delivery

Freshness-Based Caching (Expiration) Validation-Based Caching (Conditional)
Express Lane Customs Check
Mechanism: The server dictates a guaranteed lifespan. Mechanism: The browser asks the server, “Has this
No network request is made. fingerprint changed?”
Key Header: "Cache-Control: max-age=3600" Key Headers: "ETag" (fingerprint) or ‘Last-Modified" (Timestamp).
Browser Action: Serves file instantly from local Memory or Browser Action: Sends "If-None-Match: [ETag] . Server
Disk cache. returns a tiny 304 Not Modified payload instead of a 2MB file
If unchanged.
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Caching Directives Cheat Sheet

Resource Type | Cache-Control Configuration Behavior & Impact

Versioned CSS/JS | |public, max-age=31536000, immutable gra;heenst;"rreﬁaﬁaarngg%h":g;‘égﬁle flag
Gow Crange) | [P2PL, mege-Se e e
e || R e o
User/Auth Data private, max-age=600 ]}rgm?;;ﬁfn;; ;:saotneaftr:leaﬁrlts CDNs
(SBe:I?[i(tii:g)Data no-store, private Never hits the disk. Always fetched fresh




The Execution Layer: Critical Rendering Path

1. HTML -> DOM

Parser tokenizes

markup into
Document Object
Model tree.
Incremental
streaming.

>

2. CSS -> CSSOM

2 3. Render Tree

Resolves rules

against cascade.

Render-blocking
by default.

Merges DOM +
CSSOM. Excludes
<head> and
display:none.

?)

4. Layout
(Reflow)

1

Computes exact
pixel geometry,
width, height,
and viewport
wrapping.

N

5. Paint

6. Composite

Generates drawing

commands into
separate raster
layers.

L

GPU assembles,
scales, and
blends layers
into final screen
frame.



Render Blocking & Script Loading

Script Type | Behavior Use Case
Blocks parsing Almost never.
E?Sgimt}- completely. Downloads | Textbook
e and executes mid-parse. | render-blocker.
Downloads in parallel.
Executes exactly when | Independent
async: fetched, interrupting third-party
the parser. Order is NOT | analytics/ads.
guaranteed.
Downloads in parallel.
defer: Executes strictly after | Main application
: HTML parsing finishes, | code.
In source order.
Modern ES modules.
type=module: | Automatically behaves
like defer by default.

Timeline Visualization

1. Standard <script>:

HTML Parsing
_—

2.async
HTML Parsing

ﬁ'

3.defer
HTML Parsing

Fetch

—-

—

Fetch




The Cost of CSS & Layout Thrashing

' Tier 1: Layout / Reflow (Highest Cost)

Triggers: Layout -> Paint -> Composite

Forced by changing width, height, top, display, or reading
getBoundingClientRect () in a loop. Causes severe frame drops.

Tier 2: Repaint (Medium Cost)

Triggers: Paint -> Composite

Forced by changing color, background-color, or box-shadow.
Skips geometry calculations.

|

Tier 3: Composite Only (Lowest Cost)
Bypasses Layout and Paint entirely. Runs purely on the GPU.

Achieved exclusively by animating transform and opacity
on a promoted layer. Essential for 60fps.




Core Web Vitals Mapping (2026 Thresholds)

LCP (Largest
Contentful Paint)

TGoaI: o= 2-531

INP (Interaction
to Next Paint)

Measures: Time from navigation
to the largest element rendering.

[ Goal: <= 200ms |

CLS (Cumulative
Layout Shift)

Pipeline Failure:

Measures: Round-trip latency from

user click to the next painted frame.

[Goal: <=0.1/

Render-blocking CSS or
synchronous scripts in <head>.

Pipeline Failure:

Measures: Unexpected layout
shifts after first paint.

Fix:

fetchpriority="high' on
hero images, defer for JS.

Main thread blocked by heavy JS
handlers delaying Steps 4-6.

Pipeline Failure:

Step 4 (Layout) firing unexpectedly
due to unreserved image
dimensions.

Fix:

Specify width/height or use
aspect-ratio.
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The State Layer: Client-Side Storage Matrix

Ry
Attribute Cookies Local Storage
Capacity Max 4KB per cookie 5MB - 10MB

Network Behavior

Automatically attached to
every HTTP request
(increasing payload size).

Sits quietly on the client,
requiring explicit JS
requests to transmit.

Read by both Server and

Exclusively Client-Side

Accessibility Client (unless flagged). (JavaScript).
S : Persists indefinitely until
Lifespan o S Lot e manually cleared by user or

Max-Age.

script.

K by
.
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The Securlty Reallty of Storage

A By | ‘
|

/ Local Storage Vulnerability ()(SS) 1 Cookie Vulnerability (CSRF) !
.' - | T
F ‘ =

Because Local Storage is accessible via
JavaScript (localStorage.getItem), any
Cross-Site Scripting (XSS) vulnerability
allows attackers to immediately steal raw |
authentication tokens. y } |

Because cookies are attached automatically
to requests, attackers can trick the browser
into sending authenticated requests to your
server (Cross-Site Request Forgery).

P

The Verdict

Never store raw authorization roles/permissions in the browser.
Use HttpOnly ", 'Secure’, 'SameSite” cookies for session IDs, and
manage actual RBAC/authorization logic entirely on the server.
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The Access Layer: Deconstructing CORS

A |

7] : e : |
7 The Baseline (Same-Origin Policy)

PSince 1995, browsers block scripts from reading
resources on different origins (Protocol + Host +
Port). http://localhost: 3000 and
http://localhost:5000 are strictly different nrigins‘

# il A
: N
Z The Bypass Mechanism
Cross-Origin Resource Sharing (CORS) is an
HTTP-header mechanism allowing servers to
explicitly whitelist other origins. 4l
B 3

>\N

The Crucial Misconception

‘ :

CORS does not prevent a request from executing;
it prevents the reading of the response by the
client script. CORS is not CSRF protection. 4

2 A




CORS Request Routing Logic

Eg8 User Request

The "Simple" Request Path

~

O
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The "Preflight" Trigger

r
-

= Conditions

Method is GET, HEAD, or POST.

Content-Type is limited to text/plain,
multipart/form-data, or x-www-form-urlencoded.

No custom headers.

[v] Action

Sent directly. Server checks Origin and responds.

-~ Conditions

Uses PUT, DELETE, or PATCH.
Involves custom headers (like Authorization).
Crucially: Uses Content-Type: application/json.

1 Action

Browser halts the actual request and automatically
issues a preliminary OPTIONS request.




The Pretlight Handshake

Step 1: The Browser Asks Permission (OPTIONS method)

Origin: https://foo.example (Who I am)
Access-Control-Request-Method: POST (What I want to do)

Access-Control-Request-Headers: X-Custom, Content-Type (The headers I want to |
send)

s

7
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Step 2: The Server Grants Access 1

Access-Control-Allow-0rigin: https://foo.example (You are allowed. Note:
Wildcard * fails if credentials are included)

Access-Control-Allow-Methods: POST, GET (Approved methods)
Access-Control-Allow-Headers: X-Custom, Content-Type (Approved headers)

L




The Hidden Cost of Preflights

A

>4

COST

The Latency Penalty

The Serverless Tax

The Impact

Every cross-origin API call using
JSON requires a preflight OPTIONS
request. This blocks the actual
request, forcing a double round-
trip across the network.

API performance for browser
clients is effectively halved.

OPTIONS
® < (Round-Trip 1) 5
Client Actual Request Server

(Round-Trip 2)

Default preflights are only cached
by clients for 5 seconds. Polling
APIs (e.g., hitting the backend
every 10 seconds) trigger endless
OPTIONS requests.

B fEndless Preflightsﬁ

(___ L_{Every 10s Polling)
N s
;; *—0—0—0—6—0—
10s 10s

Platforms like AWS Lambda and
Cloudflare Workers bill per
invocation. Unoptimized CORS
effectively doubles your API
compute costs for zero functional
benefit.

~LLLL

= rActual Request
= . [Chﬂfgﬂd} DDUhlE‘
Billable
I

Preflight Request nvocations
(Charged, Zero Benefit)
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" SYNTHESIS: Cache Your CORS

Solution Blueprint

b

Step 1: Browser-Level Caching

Result: Firefox caches the permission for 24 hours. Chrome caps at 2 hours (7200s). ||
Prevents repeat OPTIONS requests from the same user. ;

i ol

il i

Step 2: CDN-Level Caching

DD T

fo Warning: Failing to include the Vary header will cache the origin response for
the wrong client, completely breaking access.

Fl i £ z s y ; a s




The Perimeter: The Default Trust Problem

| The Legacy Web Model 1 1 The Paradigm Shift F
| The web was built on a “Trust by Default” | | Security Headers flip this posture to “Distrust by
model. Browsers natively assume scripts belong || | Default.” They act as strict, server-issued rules
to the page, HTTP connections are safe, and | | that revoke the browser’s default leniency, :
content-types are accurate. blocking Cross-Site Scripting (XSS), Clickjacking, |
| | and Protocol Downgrades at the network edge.




The Essentlial Perimeter Shield

Header Syntax Function

HSTS max-age=31536000; . :
(Strict-Transport- || includeSubDomains; SEANT S byt 80
Security) preload

X-Frame-Options

DENY or SAMEORIGIN

X-Content-Type-
Options

floShaTE

Referrer-Policy

strict-origin-when-
Cross-origin

Stops the site from being rendered
in an invisible <iframe>. Defeats
clickjacking.

Forces browser to respect server’s
MIME type. Stops attackers from

tricking the browser into executing an

Image as JavaScript.

Stops query parameters and paths on

outbound cross-origin links.
Prevents leakage of sensitive
password-reset tokens.




Content-Security-Policy (CSP) Demystified

The Syntax:

" [Eontepi=5ecusity - Reillti ey
default-src 'self'; |
script-sxc 'self' https://apis.google.com;

The Heavy Hitter:

CSP is the ultimate defense

against XSS. It replaces the default
'allow all' model with a strict
whitelist.

DOM

= 53

L

D]

(|

N

The Result:

The browser will strictly drop any
script, image, or font originating
from outside the allowed list-even
if the attacker successfully
injects it into your HTML.

Deployment Strategy:

Always deploy as
Content-Security-Policy-Report-0Only
first to monitor breakages before

enforcing.




The Perimeter Blind N2 Browser Extensions
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The Limitation r// The Architectural Flaw %{ The Threat Z/

Existing browser controls (SameSite,
HttpOnly, Secure) are designed to
defend against Web Attackers
(malicious sites) and Network
Attackers (packet sniffers).

K

Browsers inherently trust installed
extensions. Extensions execute with
highly privileged APIs across multiple
websites simultaneously, operating
entirely behind the network defenses.

2fid

An extension with <all urls>
permissions can access network traffic
mid-processing, viewing and stealing
headers, and bypassing TLS encryption
and HttpOnly flags effortlessly.

=

X
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Scope of the Extension Threat

The Exposure: Cookies API Attack Surface: WebRequest API Attack Surface:
85..2% 5%

of analyzed extensions Used by 5% of extensions, Used by 11,839 extensions.
demand broad host exposing 422 Million users to Capable of monitoring network
permissions (<all urls>). direct cookie reading/writing. traffic and stripping security

headers. Exposes 947 Million
Chrome users.

The Reality:

Extensions are automatically updated in the background. A benign extension can be silently
compromised, instantly weaponizing millions of browsers to steal authenticated session cookies.




Architectdral Privilege: The Cookie Monster

The Renderer Process (Sandboxed) ji

Parses untrusted HTML/JS. Communicates
via strictly controlled IPC.

The Extension Core E;i;

Runs in a separate, highly privileged
process. Communicates directly with the

: : Browser Core’s Extension APIs.
Cookie Restricted
Manager Cookie Manager —
The Cookie Monster ,;éé

Cuul::ie Store The browser’s internal Network Service
(Cookie Monster) maintains the “Cookie Monster” store.

Because the extension process communicates
No O as tack behind the sandbox, it can query the Cookie
etwork stac Manager directly, extracting Session IDs

before they ever reach the network. E




The CREAM Mitigation Part | | BrowserOhly

T 000

Cookie
Payload

i

BrowserOnly Armor

//&

Extension
Query

¥

The Concept E?ZE

A new 1-byte flag appended to the Set-Cookie header.
Example:

Set-Cookie: session=xyz; BrowserOnly

The Mechanism %?;;

The Cookie Monster is instructed to filter out
BrowserOnly cookies from both JS requests and the Cookies
extension API. <

Network Service Withholding %?i;

When building outbound requests, the Network Service hides
the cookie from extensions during processing, prepending it
to the header only milliseconds before hitting the wire. 1

Conceptual Diagram: BrowserOnly Shielding

7
The Result ié?é
Complete invisibility to extensions. Total session
protection. >




The CREAM Mitigation Part 2: Monitored (Creation)

-_________________________________EN
1. HTTPS Request:
m GET /site HTTP/1.1; e EES
— X-Kbrowser=K_browser
n [] (Unique Symmetric Key) 2. Server receives
Key Kbrowser, Egheds
in Encrypte
HTTPS Request » | LFTOCESSOX | N yonitored Message

h

R

Changelog
Manager

— ‘
U

‘ Monitored Message =
Encrypt(K_browser,
{Cookie Name, Value,

4. Browser creates
append-only
changelog for cookie

3. HTTPS Response: . Timestamp}) |
Set-Cookie: session=xyz;
Monitored=msg f :
(Encrypted Msg) E“Crﬂ?tlﬂ"
Engine

The Dilemma & Compromise:

Blocking all extension access breaks
legitimate extension functionality.

The compromise allows access, but makes
stolen cookies useless outside the user’'s
specific browser.

The Protocol Sequence:

1. Browser generates a unique symmetric key (Kbrowser) for the
specific site and attaches it to outbound HTTPS requests.
2. Server receives Kbrowser and embeds it inside an encrypted
Monitored message alongside the cookie name/value.
. Server sends back Set-Cookie: Name=Value; Monitored=msg.
. Browser creates an append-only changelog for the cookie.

= W




The CREAM Mitigation Part 2: Monitored (Verification)

P A e T
" srower 000 Sevver 000
G onitored=msg;
, H! [ HMAL‘=h(settings,change%ag,l{hmwsﬂ) —— _Kbrowser,
- Decryption | Cookle Name, Value
= HTTPS Request > Engine | {}
Changelog = | HMAC
[ Manager < AL Verification
HTTPS Respunse Eﬁigg;ﬁaﬂur&
[ - (Session Granted/Denied) Result [P Rt
/ Decision

The Authentication Loop:

1. When making a request, the browser generates an HMAC of the cookie's settings and changelog using Kbrowser.
2. The server decrypts the Monitored message to retrieve the expected name, value, and Kbrowser.
3. The server verifies the HMAC to ensure the changelog wasn’t tampered with.

The Trap Springs:

If a malicious extension steals the cookie and sends it from an attacker’'s machine, the attacker won’t have

the original Kbrowser—r key. The HMAC validation fails, the server detects the theft, and the session is
killed.




The Digital Logistics Master-Matrix

Layer 3:
Access Control (CORS)

Layer 4:
Hardened Perimeter

HTTP/3 (QUIC/UDP)

Optimization:
. Cache-Control:

max-age, ETag

validation.

Layer 1:
Transport & Delivery
[ (11 =
amn =
| Protocol: I

defer scripts,
animate only
transform/opacity.

Storage Security:
HttpOnly cookies
for Auth, never
never Local
Storage.

M
Layer 2:
State & Execution
Wi/4 =
 Optimization: I

s
h ‘
-
e
o
=P

" Perimeter:
Strict Origin
validation.

Optimization:
Access-Control-
Max-Age, CDN
caching with
Vary: Origin.

]
N @ @ |

Wl

77 :@9

 Baseline:

Strilet GSP.HSTS.
nosniff.

Zero-Day Threat
Protection:
Adoption of CREAM
architectures
(BrowserOnly /
Monitored) to
defend against
compromised
extensions.




